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Abstract
Theemergenceof high speedwide areanetworksmakesgrid computinga reality. However grid

applicationsthatneedreliabledatatransferstill havedifficultiesto achieve optimalTCPperformance
due to network tuning of TCP window size to improve the bandwidthand to reducelatency on a
high speedwide areanetwork. This paperpresentsa pureJava packagecalledJPARSS (Java Par-
allel SecureStream)thatdividesdatainto partitionsthat aresentover several parallelJava streams
simultaneouslyandallows Java or Web applicationsto achieve optimal TCP performancein a gird
environmentwithout thenecessityof tuning theTCPwindow size. Severalexperimentalresultsare
providedto show thatusingparallelstreamis moreeffective thantuningTCPwindow size. In addi-
tion X.509 certificatebasedsinglesign-onmechanismandSSLbasedconnectionestablishmentare
integratedinto this package.Finally a few applicationsusingthis packagewill bediscussed.
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1 Introduction

With therapidgrowth of highperformancenetworkingtechnologies,grid computinghasbecomereality
amongnationallaboratoriesanduniversities. Although grid computingapplicationsusuallydemand
high TCP[1] bandwidthin wide areanetworks, achieving the optimal bandwidthin practicecan be
difficult dueto lack of automaticnetwork tuning[2] that is usuallyrequiredto achieve betternetwork
performance.To maximizeTCPperformance,thesenderandthereceiverof applicationsshouldadjust
send/receive buffer(window) sizesno lessthan the capacityof the TCP pipe. This capacityusually
is the productof transmissionrateandroundtrip time (bandwidth-delayproduct). TCP performance
problemsarisewhenthebandwidth-delayproductis large,wherehighperformancewideareanetworks
aredeployed in grid computingenvironment,dueto default smallersend/receive buffer sizeson most
operatingsystems.

Until recentlygrid applicationshave hadto adjustTCPwindow sizesat bothendsof communi-
cationpeersin orderto achieve optimalTCPperformance.Theadjustmentusuallyinvolveschanging
parametersfor the TCP stackin the kernelby the systemadministrationor tuning buffer sizesin the
applicationsby settingsocket options.This paperproposesanalternative Java solutionthat letsappli-
cationsachieveoptimalTCPbandwidthwithout tuningTCPwindow sizes.

Grid applicationsnot only requireefficient transferof a largeamountof datain wide areanet-
worksbut alsodemandsecurityandauthenticationservicesthatenhancedataintegrity andenabledata
accesscontrol. In thepast,userauthenticationrequiredusersto enterapasswordor pass-phraseto iden-
tify themselvesto theserver. This is inconvenientto userswhoinitiatemany shortdurationconnections
to the server. This paperdescribesa securitystructure,that is similar to securityarchitectureusedin
globus[3] toolkit, allowing applicationsto transferdataeitherin encryptedform or in plain text form.
In additionthesecuritystructureletsusersauthenticateonly onceto a server (e.g. whenstartinga grid
application)andinitiate additionalconnectionsto the server duringa interval of time (singlesign-on)
withoutbeingfurtherpromptedfor identification.
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In recentyears,Webtechnologies,drivenby thehugeandrapidlygrowing electroniccommerce
industry, providedvaluablecomponentsto constructWebportals[4] allowingusersto accessgrid servers
or servicesthroughWebbrowsers.SinceJavaservlettechnologyis becomingtheoverwhelmingchoice
for Webserver programmingandJava appletsarethestandardway to deploy sophisticateduserinter-
facesthroughWebbrowsers,nonJava solutions[5][6] will bedifficult to usein Java/Webapplications.

Therehavebeena few standaloneapplicationsor libraries[5][6] thatmeetssome,but not all, of
theabove requirements.Thispaperfocuseson a Java networking toolkit calledJPARSS(Java Parallel
SecureStream)thatenablesgrid Java/Webapplicationsto handleencryptedor plain datatransferwith
optimalbandwidthandto accessdatawith properauthenticationin wide areanetworks.

2 JPARSS

2.1 TCP Bandwidth Performance

Applicationsusing JPARSS can achieve nearoptimal utilization of network bandwidthwithout the
necessityof tuning TCP window sizes. The idea is to divide datainto partitionsthat are sentover
thenetwork throughseveralJava socket streamsin parallel. This methodsometimesis callednetwork
striping.Sincethedefaultsocketbuffersizeis usuallymuchsmallerthanthebandwidth-delayproductin
agrid environment,applicationsusingasinglesocketwill havesub-parperformancein TCPbandwidth
without tuningthebuffer sizes.However, applicationsusingmultiplestreams/socketscanovercomethe
limitationsimpactingsinglesocket implementation.

JPARSSopensmultiplesocketstreamsbetweenthesenderandthereceiverfor applications.The
applicationdataarethenpartitionedinto segments.Thenumberof segmentsis equalto thenumberof
streams.Thesegmentsaresentthroughstreamsin parallelby differentthreadsandarethenreassembled
by thereceiver. Thefinal dataarepresentedto applicationsasif they weretransmittedthrougha single
socket. Figure1 illustrateswhy sendingpartitioneddatathroughmultiple socket streamscanachieve
nearoptimalbandwidth.In thefiguretheshadedareasrepresentsocket buffer sizeandthelargeempty
rectanglesrepresentTCP pipecapacity(bandwidth*delay).Applicationsusinga singlesocket stream
will not fill the TCP pipe capacity, meanwhileapplicationsusingeither a single socket streamwith
an optimal buffer sizeor multiple socket streamscanfill the TCP pipe. Thereforeapplicationsusing
JPARSScanobtainnearoptimalTCPperformancewithout adjustingTCPwindow size.
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Figure1: Singleor multipleTCPsocketstreamswith differentbuffer sizes.

Several experimentshave beenconductedbetweenJeffersonLab in Newport News (Virginia)
andFlorida InternationalUniversity in Miami (Florida). Both sitesareconnectedto the Internetvia
OC12 connection. The link is not only limited by the 100 Mb/s Fast-Ethernetconnectionon host
machines(PIII 700MHz), but alsoby numerousintermediatehops. Experimentalhostmachinesare
runningRedHatLinux 6.2 with kernel2.2.16andusingthe Java Virtual machineversion1.2. Figure
2 summarizesthe TCP bandwidthperformanceresultsfor variousconfigurationsalongwith the TCP
bandwidthresultsfrom Iperf[7] which is a C utility usingonesocket stream.Specificallyfigure2(A)
shows thatTCPbandwidthincreasesasthenumberof socket streamsincreasesfrom 1 to 16 with fixed



TCPwindow sizeandfixedsendbuffer sizeFigure2(B) highlightstheimprovementsof TCPbandwidth
usingJPARSSoveratraditionalsinglesocketstreamC implementationwith varyingTCPwindow sizes
andfixedTCPwindow sizes.Figure2(C) illustratesthetremendouseffectonbandwidthusingmultiple
socketstreamswith variedsendbuffer sizesandfixedTCPwindow sizes.
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Figure2: TCPbandwidthresultsfor variousJPARSSconfigurations.

2.2 Security Architecture

The JPARSSpackagecontainsa run-timeoption of securityfeaturesthat enablesa subject(a useror
a process)to beauthenticatedby a JPARSSserver only onceduringa time interval usinga temporary
X.509certificatesignedby thesubjectwhosepermanentX.509maybeissuedby any trustedcertificate
authority. Thissecurityfeatureallows thesubjectto connectto aJPARSSserversecurelyvia SSL[8] to
transportdataeitherin encryptedform or in plain text form, andmapsthesubjectto a localuseron the
serverhostsothataccountingor privilegedoperationscanbecarriedout.

A JPARSSapplicationfirst checkswhethera temporaryX.509existsat anwell known location
on a hostwhentheapplicationstarts.If thecertificateexistsandis valid, it will beusedto authenticate
the applicationto a potentialserver. Otherwisea new X.509 certificate, thatwill be valid for a short
periodof time (usually24 hours)andhasa non-encryptedprivatekey, will begenerated,signedby the
user’s permanentcertificateandstoredin thewell known location.Oncea JPARSSserver receivesthe
X.509 certificate,it will verify it andmapthe certificateonto a local useron the host. This scheme
allows singlesign-on,protectsusercredentialsbecauseof the short lived certificate,enablesinterop-
erability with local securitysolutionsdueto mappingfrom a certificateto a local user, andprovides
interoperabilitywith secureWebserversbecauseof thestandardof X.509.

2.3 Java Implementation

Applicationsusing JPARSS needonly deal with three socket classes:PClientSocket, PSocket and
PServerSocket. Thefirst twoarederivedfrom Java.net.Socket andtheotheroneisderivedfromJava.net.ServerSocket.
The internalparallelstreamscanbe obtainedfrom getInputStream or getOutputStream of the derived
socket classes.All I/O operationsarehandledasynchronouslyvia threadsto improve I/O efficiency.



Client connectionsareestablishedwithout callbacksfrom servers to clients to avoid problemsintro-
ducedwhenclientsarebehindfirewalls.

2.4 Applications

Several applicationsusingJPARSS are implementedanddeployed in the JeffersonLab/MIT Lattice
QCD grid environment.Oneapplicationis a simplecommandline file transferutility that imitatesscp
syntaxbut without requiringthe userto entera password eachtime. Anotherapplicationis an applet
allowing theuserto transferdatafrom onesiteto anotherthroughsimplemouseclicks.

3 Conclusions

This paperpresentsa pureJava packagecalledJPARSS.It helpsgrid applicationsto achievenearopti-
malTCPbandwidthwithout tuningTCPwindow sizes,providessimpleJava classesasbuilding blocks
for rapiddevelopmentusingappletsor servlets,andoffersa singlesign-onmechanismandsecurecon-
nectionbetweencommunicationpeers. Finally the sourcecodeandclassescanbe obtainedthrough
http://www.jlab.org/hpc/software/jparss.tar.gz
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